THE AEROSPACE CORPORATION EL SEGUNDO, CALIFORNIA 90245

AEROSPACE CYBER SENTRI
ACCESS AND USE
TERMS AND CONDITIONS

The Aerospace Cyber System Explicit Normalized Threat Risk Insights (“Cyber SENTRI”) is a
spreadsheet based tool that includes embedded formulas to calculate scores representing a system’s
cyber risk posture. The tool does this by allowing the users to enter data on their system’s
vulnerabilities and with that data, Cyber SENTRI employs a series of formulas to calculate the
custom/unique risk score of that system and displays the results in a series of tables within that
spreadsheet.

Cyber SENTRI contains a large “Cyber Risk Register” of approximately 26,000+ “cyber risk scenarios.”
These cyber risk scenarios are derived using guidance from a MITRE organization called the Center for
Threat Informed Defense (CTID), guidance in NIST SP 800-30R1 (entitled “Guide to Conducting Risk
Assessments), and data from the MITRE Adversary Tactics & Techniques Common Knowledge
(ATT&CK) framework.

The user of the Cyber SENTRI can enter their system’s non-compliant Risk Management Framework
(RMF) controls which Cyber SENTRI formulas then use to determine which of the 26,000+ risk
scenarios are valid for the system and creates a series of charts and findings to educate the user as to
the cyber risk level and cyber risk locations within their system.

Cyber SENTRI, and related material and documentation developed and owned by The Aerospace
Corporation (hereinafter “Licensor” or “Aerospace”), a California nonprofit corporation, whose
address is 2310 East El Segundo Boulevard, El Segundo, CA 90245. Cyber SENTRI is made available to
the Space ISAC and its members (hereinafter collectively “Licensee”) at no cost. Access to and use of
Cyber SENTRI are subject to the following terms and conditions:

1. Aerospace hereby grants to Licensee a limited, nonexclusive, nontransferable, royalty-free license
to access and use Cyber SENTRI and updates, improvements, modifications, or enhancements
thereto as may be provided from time to time if any, solely for use in connection with Space ISAC
purposes and objectives only and not for any commercial purposes. Any and all rights not
expressly granted by this License are expressly reserved by Aerospace. Licensee is authorized to
utilize any documentation as is reasonably necessary for Licensee’s access and use of Cyber
SENTRI.

2. Licensee agrees to provide reasonable feedback in written form to Aerospace including, but not
limited to, installation and set-up process, usability, errors or bugs, and test results with respect to
Cyber SENTRI testing and evaluation. Due to the nature of the development work, Aerospace
provides no assurance that any specific errors or discrepancies in Cyber SENTRI will be corrected.
All error and bug reports, test results, and other feedback provided to Aerospace by the Licensee
may be used by Aerospace for any purpose.



Licensee Material. Any data, information, models and/or other content inputed or stored in Cyber
SENTRI by Licensee (collectively “Licensee Material’’) shall remain Licensee Material. Licensee
owns allintellectual property and other proprietary rights in and to the Licensee Material. Licensee
hereby grants to Aerospace a worldwide, nonexclusive, fully-paid up and non-transferable license
to use the Licensee Material to manage, maintain, perform and/or provide Cyber SENTRI, and to
use Licensee Material in connection with supporting Space ISAC and the U.S. Government.

Cyber SENTRI may contain, include and/or stores Controlled Unclassified Information and
Licensee shall apply reasonable and appropriate administrative, technical, physical, organizational,
and operational safeguards and operations, including, but not limited to the Basic Safeguarding
Controls set forth in FAR 52.204-21 to protect any Covered Defense Information (CDI) as defined in
DFARS 252.204-7012 and Controlled Unclassified Information (CUI) as defined in the National
Archives and Records Administration (NARA) Registry against accidental and unlawful
destruction, alteration, and unauthorized or improper disclosure or access. To the extent that the
obligations of the Licensee hereunder require or involve creation, storage, transmittal or access
to Covered Defense Information (CDI) as defined in DFARS 252.204-7012, Safeguarding Covered
Defense Information and Cyber Incident Reporting, CDI shall be protected in accordance with
DFARS 252.204-7012, the National Institute of Standards and Technology (NIST) Special Publication
(SP) 800-171 “Protecting Controlled Unclassified Information in Nonfederal Information Systems
and Organizations,” as well as any applicable U.S. Government laws, regulations, or policies.

Cyber SENTRI may contain, include and/or stores classified information and shall be handled in
accordance with the Department of Defense National Industrial Security Program Operating
Manual (DoD 5220.22-M), its Supplements, and other applicable U.S. Government security
regulations and requirements.

Licensee shall not, without the prior written consent of Aerospace, which can be withheld in its
absolute discretion: (i) use the name and trademarks of The Aerospace Corporation or any of its
employees, or any adaptation thereof, in any publicity, advertising, press releases, marketing
activities, annual reports, promotional or sales literature, or on any web site; and (ii) use The
Aerospace Corporation or any of its employees as a reference in any manner whatsoever to
promote Licensee’s products and capabilities. Request for an approval shall be directed to
Aerospace’s Office of the General Counsel.

Term and Termination:

a. Absent any breach of these terms and conditions, access and use of Cyber SENTRI afforded
Licensee shall continue uninterrupted.

b. In the event of a breach of any of these terms and conditions, Licensee acknowledges and
agrees that Aerospace shall have no adequate remedy at law and shall thereafter be entitled
to enforce any such provision by temporary or permanent injunctive or mandatory relief
obtained in any court of competent jurisdiction without the necessity of proving damages,
posting a bond or other security, and without prejudice to or diminution of any other rights or
remedies which may be available.

c. In the event of a breach of these terms and conditions, all rights granted to Licensee shall
cease and Licensee’s access and use of Cyber SENTRI shall be terminated.
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These Terms and Conditions shall be interpreted and enforced in accordance with the laws of the
State of California (excluding its conflict of law principles) and any applicable Federal law. The
Parties agree that the United Nations Convention on Contracts for the International Sale of Goods
(1980) is specifically excluded from and shall not apply to this Agreement.

Licensee shall comply with all applicable U.S. export control laws and regulations, including the
requirements of the International Traffic in Arms Regulations (“ITAR”) and the Export
Administration Regulations (“EAR”).

Technical Assistance and Improvements:

a. Aerospace and its personnel cannot provide advisory service, technical support, or general
assistance of any kind with respect to Cyber SENTRI.

b. In no way is Aerospace obligated to: (1) perform, create, or provide any updates,
improvements, modifications, or enhancements to Cyber SENTRI, (2) provide maintenance,
installation, or training in relation to Cyber SENTRI, or (3) continue to provide Cyber SENTRI,
Aerospace reserves the right to stop providing Cyber SENTRI at its sole discretion and at any
time.

Intellectual Property Rights:
a. Title to Cyber SENTRI shall at all times remain vested in Aerospace.

b. 3" Party Rights. Cyber SENTRI may currently or in the future include or incorporate 3™ party
software, tools, data, information and/or capabilities including, but not limited to Open Source
Software. Access and use of such 3™ party material shall at all-time be in compliance with the
respective 3™ party license(s), including:

i. MITRE ATTACK Material subject to the Terms of Use:
https://attack.mitre.org/resources/terms-of-use/

Warranty, Disclaimers and Limitation of Liability

a. End Users and Licensees acknowledges that Cyber SENTRI: (i) is an engineering analysis tool
only, and other tools or testing should be used to verify design and performance for any
specific systems or applications; and (ii) was not designed or intended for use in or in
connection with hazardous environments, including without limitation, in the operation of
nuclear facilities, air traffic control, life-support systems, or other mission-critical applications
and, therefore, Cyber SENTRI should not be relied upon for any systems or applications that
involve life-critical decisions or the safety of human life, and national security. Cyber SENTRI is
still under development and may contain errors or bugs.

b. END USER AND LICENSEE AGREES THAT Cyber SENTRI IS PROVIDED “AS IS” AND
ACKNOWLEDGES THAT NO WARRANTY(IES), EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, NONINFRINGEMENT, OR OTHERWISE IS MADE BY AEROSPACE. AEROSPACE DOES
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NOT WARRANT THAT ACCESS AND USE OF Cyber SENTRI WILL BE UNINTERRUPTED, ERROR
FREE, OR MEET THE REQUIREMENTS OF END USER OR LICENSEE, OR THAT Cyber SENTRI WILL
BE FREE OF VIRUSES OR ANYTHING ELSE MANIFESTING CONTAMINATING OR DESTRUCTIVE
PROPERTIES. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF IMPLIED
WARRANTIES SO THE ABOVE EXCLUSIONS MAY NOT APPLY TO THE END USER OR LICENSEE.

END USER AND LICENSEE AGREES THAT ACCESS AND USE OF Cyber SENTRI IS AT END USER’S
AND LICENSEE’S SOLE RISK AND EXPENSE, THAT END USER AND LICENSEE IS SOLELY
RESPONSIBLE FOR ADOPTION, REJECTION, OR USE AND IMPLEMENTATION OF ANY RESULTS
OR INFORMATION OBTAINED FROM USING Cyber SENTRI, AND THAT END USER AND
LICENSEE SHALL INDEMNIFY AND HOLD AEROSPACE HARMLESS FROM ANY DAMAGES
EITHER TO END USE OR LICENSEE OR OTHERS ALLEGED TO ARISE OUT OF END USER’S OR
LICENSEE’S USE OF Cyber SENTRI.

END USER AND LICENSEE AGREES THAT AEROSPACE’S CUMULATIVE LIABILITY UNDER THIS
AGREEMENT FOR ALL CAUSES OF ACTION (WHETHER IN CONTRACT, TORT, OR BY STATUTE,
TREATY, OR OTHERWISE) SHALL BE LIMITED TO AND NOT EXCEED THE LESSER OF THE
LICENSE FEES ACTUALLY PAID BY END USER OR $100.00, REGARDLESS OF WHETHER
AEROSPACE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR SUCH DAMAGES
ARE FORESEEABLE OR IF ANY REMEDY SET FORTH HEREIN FAILS ITS ESSENTIAL PURPOSE OR
OTHERWISE. TO THE FULLEST EXTENT PERMITTED BY LAW, IN NO EVENT SHALL AEROSPACE
BE LIABLE FOR THE COST OF PROCUREMENT OF SUBSTITUTES, LOSS OF PROFITS, LOSS OF
GOODWILL, INTERRUPTION OF BUSINESS OR WORK STOPPAGE, DATA LOSS, COMPUTER
FAILURE, COMPUTER MALFUNCTION, OR SIMILAR TYPES OF DAMAGES, OR FOR ANY
SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR PUNITIVE DAMAGES, HOWEVER CAUSED AND
UNDER ANY THEORY OF LIABILITY, AND REGARDLESS OF WHETHER AEROSPACE HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR SUCH DAMAGES ARE FORESEEABLE.



